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$EVWUDFW
7HOHFRPPXQLFDWLRQDQGQHWZRUNLQGXVWU\DUHEHFRPLQJH[WUHPHO\IDVFLQDWHGE\WKHXVHRIHYROXWLRQDU\VPDUWVHQVRUQRGHVLQ
ZLUHOHVV VHQVRU QHWZRUNV 7KLV WHFKQRORJ\ SURPLVHV WR RYHUFRPH VHYHUDO FKDOOHQJHV ZLWKLQ:61V QHHGHG IRU UHDO WLPH GDWD
SURWHFWLRQ YLD RSWLPL]DWLRQ WHFKQLTXH*HQHWLF$OJRULWKP 7KLV SDSHU UHYLHZHGWKH XVH RI*HQHWLF$OJRULWKPV *$V WR VROYH
FHUWDLQ OLPLWDWLRQ RI ZLUHOHVV VHQVRU QHWZRUNV ,W IXUWKHU SUHVHQWV PDMRU DSSOLFDWLRQ DUHDV RI ZLUHOHVV VHQVRUV QHWZRUNV
/RQJHUGLVWDQFHJDSEHWZHHQDVHQVRUDQGGHVWLQDWLRQLQDVHQVRUQHWZRUNFDQUHPDUNDEO\UHGXFHWKHHQHUJ\RIVHQVRUVDQG
FDQGHJUDGHWKHOLIHRIDQHWZRUN*$FDQSURORQJWKHQHWZRUNOLIHWLPHE\PLQLPL]LQJWKHWRWDOFRPPXQLFDWLRQGLVWDQFH
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,QWURGXFWLRQ
9DULDWLRQRIDSSOLFDWLRQVIURPVPDOOKRPHHQYLURQPHQWWRODUJHKDELWDWPRQLWRULQJKDVPDGH:LUHOHVV6HQVRUV
1HWZRUNV :61V PRUH SRSXODU QRZDGD\V :LWK WKH UHFHQW DGYDQFHPHQW LQ PLFURHOHFWURPHFKDQLFDO V\VWHPV
0(06ZLUHOHVV FRPPXQLFDWLRQDQGGLJLWDO HOHFWURQLFV:LUHOHVV6HQVRUV1HWZRUNV :61V LVEHFRPLQJPRUH
SRSXODU DQGJLYH ULVH WRGHYHORSPHQWRI VPDUW VHQVRUVQRGHV1RGHSODFHPHQWQHWZRUNFRYHUDJH FOXVWHULQJGDWD
DJJUHJDWLRQ DQG URXWLQJ DUH JHQHUDO RSHUDWLRQDO VWDJHV RI :LUHOHVV 6HQVRU 1HWZRUNV 1RGH SODFHPHQW LV D
FRPSXOVRU\ VWDJH EHIRUH HVWDEOLVKPHQW RI:LUHOHVV 6HQVRU 1HWZRUNV 7\SHV RI QRGHV OD\RXW GHSHQGV XSRQ WKH
DSSOLFDWLRQ'HSHQGLQJXSRQWKHFRYHUDJHDUHDOD\RXWDQGFRQQHFWLRQRIVHQVRUVZLWKLQWKHQHWZRUNPXVWEHGRQH
LQDQHIIHFWLYHPDQQHUWRDFKLHYHRSWLPXPXWLOL]DWLRQRIHQHUJ\DQGILQDQFLDOUHVRXUFHV,QRSWLPL]DWLRQRI:61V
FOXVWHULQJLVDQRWKHULPSRUWDQWVWDJH%\FOXVWHULQJGLYLVLRQFOXVWHUHDFKKDYLQJFOXVWHUKHDGLVIRUPHG&OXVWHUKHDG
FROOHFWVGDWDIURPWKHQRGHVDQGIRUZDUGGDWDHLWKHUWRWKHRWKHUFOXVWHUVIRUIXUWKHURSHUDWLRQVRUGLUHFWO\WRWKHVLQN
WRUHGXFHFRPPXQLFDWLRQKHDGLQJ7KHUHPD\EHRQHRUPRUHVLQNQRGHV%DVHVWDWLRQVWRRLQDZLUHOHVVVHQVRUV
QHWZRUNWRDFFXPXODWHLQIRUPDWLRQDQGSDVVLWWRDFHQWUDOSURFHVVLQJXQLWDQGVWRUDJHV\VWHP0XOWLSOHVLQNVKHOSLQ
PLQLPL]LQJZRUVHFDVHGHOD\IRUPHVVDJHWUDQVIHU7KXVFOXVWHULQJLVEHWWHUDSSURDFKIRUORDGDWWHQXDWLRQZLWKLQWKH
QHWZRUNV  0RUHRYHU LW LV EHWWHU DSSURDFK WR VDYH HQHUJ\ DQG LQFUHDVH VHQVRU¶V OLIHWLPH LQ QHWZRUN 7KLV DOVR
SURYLGHV LPSURYHG GDWD VHFXULW\ OHVV XQXVHG GDWD DQG EHWWHU VFDODELOLW\ :KLOH DJJUHJDWLQJ YDOXDEOH GDWD DUH
FROOHFWHG IURP WKH VHQVRUV DQG WKRVH GDWD DUH IRUZDUGHG WR WKH EDVH VWDWLRQV 'DWD ODWHQF\ DQG UHVLGXDO HQHUJ\
EDODQFHDPRQJWKHQRGHVDUHWZRLPSRUWDQWIDFWRUVWREHFRQVLGHUHGLQWKLVSHULRG
,Q:LUHOHVV6HQVRU1HWZRUNV VPDUWQRGHVFROODERUDWHZLWKHDFKRWKHUDQGSHUIRUPVSHFLILFVHQVLQJ WDVN LQDQ
H[LVWLQJHQYLURQPHQW7KHVPDUWQRGHVKDYHRQHRUPRUHVHQVRUVGHSHQGLQJXSRQFLUFXPVWDQFHVWRVHQVHWKHGDWD
ZLWKLQWKHDSSOLFDWLRQDUHD1RGHVRI:LUHOHVV6HQVRUV1HWZRUNVDUHVPDOOHULQVL]HFKHDSUREXVWDQGFRQVXPHORZ
SRZHUDVFRPSDUHGWRWUDGLWLRQDOVHQVRUV6LQFHWKHVHQVRUVDUHGHSOR\HGLQGLIILFXOWORFDWLRQDUDGLRFDQEHXVHGWR
WUDQVIHUGDWDWRWKHEDVHVWDWLRQ,QDVHQVRUQRGHDUHFKDUJHDEOHEDWWHU\LVXVHGIRUSRZHUVXSSO\6RODUFHOOFDQEH
DQRWKHURSWLRQIRUFKDUJHDEOHSRZHUVRXUFH6RRSWLPXPHQHUJ\XWLOL]DWLRQLVRQHRI WKHIDFWRUV WREHFRQVLGHUHG
GXULQJ:61VGHVLJQ7RFRPSOHWHFHUWDLQWDVNVULJKWDQGUHOLDEOHVHQVRUVFRPSXWDWLRQDOXQLWDGHTXDWHPHPRU\DQG
RSWLPXPFRPPXQLFDWLRQSUHUHTXLVLWHVDUHPDQGDWRU\LQDVHQVRUQRGH*HQHUDOO\DVPDUWVHQVRUQRGHFRQVLVWVRI
RQH RUPRUH VHQVRU HOHPHQWV D EDWWHU\ DPHPRU\ DQG HPEHGGHG SURFHVVRU XQLW DQG WUDQVFHLYHU$ QRGHPLJKW
FRPSULVHRIVHFRQGDU\DSSOLFDWLRQGHSHQGHQWFRPSRQHQWVOLNHDPRELOL]HUDSRZHUJHQHUDWRURUDSRVLWLRQGHWHFWLQJ
V\VWHP6HQVRUVDQGDQDORJWRGLJLWDOFRQYHUWHU$'&DUHPDLQFRPSRQHQWVRIVHQVLQJXQLWV6LJQDOVFRQYHUWHGE\
$'& DUH UHFHLYHG E\ WKH SURFHVVLQJ XQLWV 7KHQ WKH SURFHVVRUPDQDJHV DQG H[HFXWHV IXUWKHU VHQVLQJ WDVNV )RU
VWRULQJ GDWD IODVKPHPRULHV FDQ EH XVHG WR UHGXFH FRVW IDFWRU 7UDQVFHLYHU LV XVHG WR WUDQVPLW DQG UHFHLYH GDWD
'HSOR\PHQW RI VHQVRU QRGHV LV VKRZQ LQ ILJ >@ 7KH LQIRUPDWLRQ LV VHQVHG PHDVXUHG DQG FROOHFWHG IURP WKH
HQYLURQPHQWE\WKHVPDUWVHQVRUQRGHDQGILQDOO\WKURXJKLQWHUQHWSDVVHGWRWKHXVHU'HSHQGLQJRQWKHDUFKLWHFWXUH
DQG FRPSOH[LW\RI:61VPDQ\SURWRFROV DUHSURSRVHG WRPHHWGLIIHUHQW DSSOLFDWLRQ UHTXLUHPHQW6LQFH WKHUH DUH
UHODWLYHO\ VPDOOQXPEHUVRI VHQVRUQRGHVJOREDO DGGUHVVLQJ LQWR:61V LVQRWQHHGHG6R FRQYHQWLRQDO ,3EDVHG
SURWRFROV ZLOO QRW EH DSSOLFDEOH WR :61V 6LPLODUO\ VHOIRUJDQL]DWLRQ OLIHWLPH HQHUJ\ OLPLWDWLRQ SURFHVVLQJ
VWRUDJHDQGOLPLWHGEDQGZLGWKDUHRWKHUFKDOOHQJLQJIDFWRUVWREHFRQVLGHUHGGXULQJWKHGHSOR\PHQWRI:61V0DQ\
DOJRULWKPV KDYH EHHQ SURSRVHG WR DGGUHVV DERYH PHQWLRQHG SUREOHPV,Q >@ EDVHG RQ WHFKQLFDO VXUYH\ RI WKH
RSHUDWLRQDOVWDJHVRI:61VOLPLWDWLRQVZHUHSRLQWHGRXW,GHDOSDUDPHWHUVRIWKHQHWZRUNVZLWKRSWLPXPHIILFLHQF\
ZHUH DFKLHYHG EDVHG RQ UHVXOW RI VLPXODWLRQ LQ 16 0$7/$% DQG -3$& XVLQJ *HQHWLF $OJRULWKP ,Q
>@+HLQ]HOPDQSURSRVHGDGDSWLYHSURWRFROVFDOOHG6HQVRU3URWRFROVIRU ,QIRUPDWLRQYLD1HJRWLDWLRQ63,1 WKDW
FLUFXODWHVDOOWKHLQIRUPDWLRQDWHDFKQRGHWRHYHU\QRGHLQWKHQHWZRUNDVVXPLQJDOORWKHUQRGHVZLWKLQWKHQHWZRUN
DUH FDSDEOH EDVHVWDWLRQV7KRXJKZLUHOHVV6HQVRU1HWZRUNV DUHYHU\SURPLVLQJ WHFKQRORJ\ IRUYDULRXV IXWXULVWLF
DSSOLFDWLRQV WKHVH DUH QRW GHYRLG RI VHFXULW\ WKUHDWV 'DWD VHFXULW\ LV RQH RI WKH PDLQ FKDOOHQJHV LQ :61V
7HFKQLTXHV OLNH GDWD HQFU\SWLRQGHFU\SWLRQ FU\SWRJUDSK\ VWHJDQRJUDSK\ LPDJH SURWHFWLRQ DQG SK\VLFDO OD\HU
VHFXUHDFFHVVE\PHDQVRIIUHTXHQF\KRSSLQJDUHVRPHRIWKHDSSURDFKHVIRUVHFXUHWUDQVPLVVLRQLQ:61V>@,Q
>@%DEDPLUDQG1RURX]LSUHVHQWHGVLJQFU\SWLRQPHWKRGWRPD[LPL]HGDWDVHFXULW\LQDW\SHRIZLUHOHVVPHGLFDO
QHWZRUN6LPLODUO\ LQ WKHLUQH[WSDSHU WKH\SURSRVHGQHZVHFXUHSURFHVV WRSURYLGHFRQILGHQWLDOLW\DXWKHQWLFDWLRQ
DQGLQWHJULW\7KLVWHFKQLTXHHIILFLHQWO\LPSURYHVGDWDSURWHFWLRQYHULILFDWLRQDQGUHFRYHU\ZLWKLQWKHQHWZRUNV
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)LJ:LUHOHVV6HQVRU1HWZRUNV
5HODWHG:RUN
7KH FRPSOLFDWLRQV RI RSWLPDO GHVLJQ DQGPDQDJHPHQW RI:61V LQFUHDVHVZKHQ SULQFLSOH FKDUDFWHULVWLFV DQG
QHFHVVLWLHV RI DSSOLFDWLRQ DUH FRQVLGHUHG $OO WKHVH LVVXHV KDYH WR EH GHDOW ZLWK PXOWLREMHFWLYH QRQOLQHDU
RSWLPL]DWLRQ WHFKQLTXHV 7KXV WKHPDLQ FRPSOLFDWLRQ LV LQ ILQGLQJPDQ\ QHDURSWLPDO VROXWLRQVZLWKLQ D OLPLWHG
FRPSXWLQJ WLPH *HQHWLF  $OJRULWKPV  *$V LV  RQH  RI  WKH  PRVW SRZHUIXO WRRO  ZKLFK  LV VXLWDEOH IRU WKH
DSSOLFDWLRQV LQ WKHPXOWLREMHFWLYH RSWLPL]DWLRQ SUREOHP9DULRXV UHVHDUFKSDSHUVKDYHEHHQSURSRVHGE\XVLQJ
JHQHWLFDOJRULWKPLQZLUHOHVVVHQVRUVQHWZRUNV>@9LQD\.XPDU6LQJKHWDO >@SURSRVHGHQHUJ\HIILFLHQW
URXWLQJVFKHPHIRUZLUHOHVVVHQVRUQHWZRUNVEDVHGRQHOLWLVW*HQHWLFDOJRULWKP7KLVPHWKRGDOORZVXVLQJLPSURYHG
JHQHWLF DOJRULWKP WRPLQLPL]H WKHSDWK OHQJWKZKLFK UHVXOWV LQPD[LPXPQHWZRUN OLIH6DQGHHS.DXUHW DO 
>@SURSRVHGZLGH UDQJHRI DSSOLFDWLRQ DUHDVEDVHGRQJHQHWLF$OJRULWKP LQ:LUHOHVV6HQVRU1HWZRUN IRU VROYLQJ
1HWZRUNRSWLPL]DWLRQ3UREOHP/DUJHGLVWDQFHJDSEHWZHHQVHQVRUQRGHVDQGEDVHVWDWLRQLVRQHRIWKHPDLQUHDVRQV
RIORVVRIHQHUJ\LQVHQVRUQHWZRUNV3XTL1LQJHWDO>@SURSRVHGRSWLPL]DWLRQSURFHGXUHEDVHGRQ*HQHWLF
$OJRULWKPIRUKLJKHIILFLHQF\DQG ORZFRVWFRLO V\VWHPGHVLJQ IRU:LUHOHVV VHQVRU1HWZRUN+DUSUHHW.DXUHWHWDO
 >@ SURSRVHG WKH XVH RI JHQHWLF DOJRULWKP WR RYHUFRPH HQHUJ\ FRQVXPSWLRQSUREOHP LQ VHQVRUV DQG WKXV
LQFUHDVHWKHOLIHWLPHRIQHWZRUN:LQW<L3RHHWDOSURSRVHGWKHXVHRI*$EDVHGVHDUFKPHFKDQLVPFDOOHG
*$63 *HQHWLF$OJRULWKP%DVHG6LQN3ODFHPHQW6WUDWHJ\ WRSODFHPXOWLSOH VLQNV WRPLQLPL]HZRUVHFDVHGHOD\
NHHSLQJHQHUJ\FRQVXPSWLRQDVORZDVSRVVLEOH6LPLODUO\-LQ)DQ>@GLVFXVVWKH,(((0$&SURWRFROWR
DGGUHVVWKHQHHGIRUORZUDWHORZSRZHUORZFRVWZLUHOHVVQHWZRUNLQJ&OXVWHULQJDOJRULWKPSHUIRUPDQFHFDQEH
HQKDQFHGE\WKHXVHRI*HQHWLF$OJRULWKP*$6LPLODUO\ LQ>@$%0$OLP$O,VODPHWHWDOSURSRVHG661
G\QDPLFFOXVWHULQJWHFKQLTXHIRUVWDELOL]DWLRQRIZLUHOHVVVHQVRUQHWZRUNVEDVHGRQ/($&+/RZ(QHUJ\$GDSWLYH
&OXVWHULQJ+LHUDUFK\
*HQHWLF$OJRULWKP
*HQHWLFDOJRULWKPLVWKHGLUHFWSDUDOOHOSUREOHPDWLFVHDUFKPHFKDQLVP*$LVRQHRIWKHPDLQWHFKQLTXHVRIVHDUFK
DQGRSWLPL]DWLRQZKLFKLVLQVSLUHGE\WKH'DUZLQLDQSULQFLSOHVXFKDVQDWXUDOVHOHFWLRQDQGJHQHWLFV,QVROYLQJWKH
SUREOHPRIILQGLQJWKHSDWKRSWLPL]DWLRQIRU:61LWKDVEHHQVKRZQWKDW*$SHUIRUPVZHOO'XULQJWKHVHDUFK*$
ZRUNV RQ D JURXS DQG JLYHV DQ RSWLPDO DQG VXE RSWLPDO VROXWLRQV DQG JLYHV WKH RSWLPDO VHDUFK SDWKZLWKLQ WKH
PLQLPXPSHULRGRIWLPH,WVWRUHVWKHXVHIXOLQIRUPDWLRQRIWKHLQGLYLGXDOVIURPWKHFXUUHQWSRSXODWLRQHLWKHUE\WKH
LPSOLFLWO\ UHGXQGDQW UHSUHVHQWDWLRQV7KH OLIHWLPHRI WKHQHWZRUNFDQEH LQFUHDVHGE\ WKLVSURFHVV,WEHJLQVZLWKD
SRSXODWLRQ FRQVLVWLQJ UDQGRP FKURPRVRPHV LQFOXGLQJ JHQHV ZLWK D ELQDU\ VHTXHQFH RI V DQG V $IWHUZDUG
RSWLPDO VROXWLRQ LV DFKLHYHG E\ WKH LQGLYLGXDOV YLD LWHUDWLYH SURFHVVHV FRQVLVWLQJ FURVVRYHU DQG VHOHFWLRQ
RSHUDWRUV2Q WKHEDVLVRITXDOLILFDWLRQRI FKURPRVRPHV ILWQHVVIXQFWLRQ LVGHWHUPLQHG0LQLPXPFRQVXPSWLRQRI
HQHUJ\ZLWKLQWKHQHWZRUNDQGPD[LPXPFRYHUDJHRI:61VLVGHWHUPLQHGZLWKWKHKHOSRIILWQHVVRIFKURPRVRPH,W
IXUWKHUHQVXUHVWRDFKLHYLQJJUHDWHUHQHUJ\HIILFLHQF\LQGDWDFROOHFWLRQDQGEDODQFLQJDUHVLGXDOHQHUJ\ZLWKLQWKH
QRGHVWRLQFUHDVHQHWZRUNOLIHWLPH
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)LJ)XQFWLRQDOGHVFULSWLRQRI*$
$SSOLFDWLRQV
7KHUH DUH YDULRXV W\SHV RI VPDUW VHQVRUV OLNH WKHUPDO VHLVPLF UDGDU YLVXDO DFRXVWLF HWF LQ ZLUHOHVV VHQVRU
QHWZRUNV 7KLV KDV EURDGHQHG WKH DSSOLFDWLRQ DUHDV RIZLUHOHVV VHQVRUV QHWZRUNV  %HWWHU XQGHUVWDQGLQJ RI WKHVH
DSSOLFDWLRQDUHDVDQGWKHLUUHTXLUHPHQWVLVFRPSXOVLRQWRGHVLJQWKHZLUHOHVVVHQVRUQHWZRUNV7KHPDMRUDSSOLFDWLRQ
DUHDV DUHPLOLWDU\ KHDOWK HQYLURQPHQW KRPH DQG RWKHU FRPPHUFLDO DQG LQGXVWULDO DUHDV )XUWKHU SRVVLELOLWLHV RI
:61DUHVSDFHH[SORUDWLRQGLVDVWHUUHOLHIDQGFKHPLFDOSURFHVVLQJ
4.1Military 
:LUHOHVV6HQVRU1HWZRUNFDQEH LPSOHPHQWHG LQPLOLWDU\DSSOLFDWLRQV IRUYDULRXV IXQFWLRQV VXFKDVREVHUYLQJ
SURWHFWLRQRIIRUFHVDQGWHUURULVWDFWLYLW\LQUHPRWH]RQHV>@:LWKWKHXVHRIDSSURSULDWHVHQVRUVZLWKLQWKHVSHFLILF
ZLUHOHVVQHWZRUNDUHDGHWHFWLRQRI HQHP\PRYHPHQW LGHQWLILFDWLRQRI HQHP\ IRUFH DQDO\VLV DQG WKHSURJUHVVRI
WKHLUPRYHPHQWFDQEHGRQH>@6HQVRUQHWZRUNVDUH LPSOHPHQWHGZLWKVXFFHVV LQ WKHPLOLWDU\DSSOLFDWLRQVZLWK
WKHIRUPDWLRQRI'$53$>@,QEDWWOHILHOGFRQWH[WWKHVHQVRUQRGHSURYLGHVWKHIROORZLQJVHUYLFHV
x 0RQLWRULQJIULHQGO\IRUFHVDQGHTXLSPHQW7KHVHQVRUQRGHVZLOOPRQLWRUWKHPRYHPHQWRIWURRSVDQGWDQNV
SURYLGLQJWKHUHODWLYHLQIRUPDWLRQWREDVHFDPSV
x ,QWUXVLRQGHWHFWLRQ3UHVHQFHRIWKHLQWUXGHUZLOOEHVHQVHGE\WKHVHQVRUQRGHVDQGDOHUWDODUPZLOOJRRQ
'HIHQVHV\VWHPLVWKHQUHVSRQVLEOHIRUWKHSUHYHQWLRQRILQWUXVLRQDVJLYHQLQ>@
x %DWWOHILHOGVXUYHLOODQFH,QIRUPDWLRQIURPWKHERUGHUEDWWOHJURXQGRURWKHUFULWLFDODFWLYLWLHVLQWKHDUHDZLOOEH
JDWKHUHGE\WKHVHQVRU
x 7DUJHWLQJ7KHSUHFLVHVWDWLVWLFVUHJDUGLQJWKHWDUJHWOLNHGLVWDQFHDQJOHPRYLQJGLUHFWLRQHWFFDQEHFROOHFWHG
YLDVHQVRUVSODFHGLQZHDSRQVDQGWKLVLQIRUPDWLRQFDQEHVHQWWRWKHVKRRWHU6RWKHVHQVRUVEHLQJSODFHGLQWKH
ZHDSRQVDUHXVHIXOIRUEHWWHUWDUJHWHVWLPDWH
x %DWWOHGDPDJHHYDOXDWLRQ6PDUWVHQVRUQRGHVFDQEHGHSOR\HGWRHVWLPDWHWKHGDPDJHRIWKHEDWWOHDIIHFWHGDUHD
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x (QHP\WUDFNLQJDQGWDUJHWFODVVLILFDWLRQ6SHFLDOO\GHVLJQHGVHQVRUVFDQGHWHFWREMHFWVPRYLQJZLWKVLJQLILFDQW
PHWDOOLFFRQWHQWVRWKDWUHVSHFWLYHDXWKRULW\FDQWUDFNHQHPLHVDQGLJQRUHFLYLOLDQV,Q>@DQRYHOHQGRFULQH
EDVHGLQWHOOLJHQWGLVWULEXWHGFRRSHUDWLYHDOJRULWKP(,'&$IRUWDUJHWWUDFNLQJLVSURSRVHGEDVHGRQKRUPRQH
UHJXODWLQJV\VWHPVRIKXPDQ7KHQRGHVLQZLUHOHVVVHQVRUQHWZRUNVDUHHQDEOHGDXWRQRPRXVO\E\(,'&$
ZLWKRXWDFHQWUDOL]HGFRQWUROIRUWDUJHWGHWHFWLRQ7KLVKHOSVLQWUDFNLQJVROGLHUV
x 'HWHFWLRQRI1%&DWWDFNV:LWKWKHKHOSRIVSHFLDOO\GHVLJQHGVHQVRUQHWZRUNVDQ\PRGLILFDWLRQLQWKHH[LVWLQJ
QXFOHDUELRORJLFDODQGFKHPLFDOV\VWHPVFDQEHGHWHFWHGDQGZDUQLQJFDQEHIRUIXUWKHUSUHFDXWLRQ
4.2 Health Monitoring 
:LUHOHVV VHQVRU QHWZRUNV DUH XVHG LQ KHDOWK VFLHQFH DQG KHDOWK FDUH V\VWHP $ SHUVRQDO KHDOWK PRQLWRULQJ
DSSOLFDWLRQZKLFK UXQV RQ 3'$ 3HUVRQDO'LJLWDO$VVLVWDQW UHFHLYHV GDWD IURP YDULRXV VHQVRUV OLNH(&* ((*
6SK\JPRPDQRPHWHU HWF WKHQ WKH GDWD UHFHLYHG IURP WKHVH VHQVRUV LV UHFRUGHG LQ WKH GDWDEDVH DQG WKH UHSRUW LV
JHQHUDWHG IRU IXWXUH UHIHUHQFH 3UHVHQWO\ LQ KRVSLWDOV VHQVRU QHWZRUNV DUH DFWLYHO\ XVHG WR HYDOXDWH SDWLHQW
SK\VLRORJLFDOGDWD7KH\DUHZLGHO\XVHGWRFRQWUROWKHGUXJDGPLQLVWUDWLRQWUDFN)XUWKHUWKH\KHOSLQPRQLWRULQJ
SDWLHQWV DQG GRFWRUV LQVLGH WKH KRVSLWDO:KHQ HOGHUO\ SHRSOH DUH DIIHFWHG E\ FRJQLWLYH GLVRUGHUZLUHOHVV VHQVRU
QRGHVFRXOGH[DPLQHWKHPDQGJLYHWKHSURSHUIHHGEDFN6HQVRUVFDQEHXVHGWRVWRUHSDWLHQW¶VPHGLFDOKLVWRU\WDNH
DQRWHRIYLWDOV\PSWRPVLQUHDOWLPHDQGJLYHWKDWGDWDWRWKHFRPSXWHUV+DUYDUG8QLYHUVLW\LQFROODERUDWLRQZLWK
6FKRRO RIPHGLFLQH DW %RVWRQ GHYHORSHG &RGH %OXH D ZLUHOHVV VXSSRUWLQJ GHYLFH WKDW FDQ EH XVHG WR GLDJQRVH
SDWLHQWVLQYDULRXVPHGLFDOFRQGLWLRQV(DUO\GHWHFWLRQRIVLJQVDQGV\PSWRPVRIGLVHDVHVKHOSLQHDUO\WUHDWPHQWDQG
SUHYHQWLRQRIGLVHDVHDQGWKLVFDQEHGRQHE\:HDUDEOHKHDOWKPRQLWRULQJV\VWHPGHVLJQHGXVLQJVSHFLDOW\SHVRI
VHQVRUV6LPLODUO\LWLVSRVVLEOHWRKDYHWKHQHFHVVDU\WUHDWPHQWDWKRPHVIRUSDWLHQWVDIWHUKHDUWDWWDFN3DUNLQVRQ
GLVHDVH VOHHSV DSQHD HWF >@>@ E\ WKH XVH RI ZHDUDEOH VHQVRUV :LWK WKH KHOS RI ZHDUDEOH VHQVRUV DOO WKH
SK\VLRORJLFDO VLJQDOV DQG SK\VLFDO DFWLYLWLHV RI WKH SDWLHQW FDQ EH PRQLWRUHG 7KHVH VHQVRUV PD\ SURYLGH DXGLR
IHHGEDFN YLUWXDO UHDOLW\ LPDJHV DQG RWKHU UHKDELOLWDWLYH VHUYLFHVZKLFK FDQEHPRQLWRUHG UHPRWHO\ E\ GRFWRUV RU
FDUHJLYHUVIRUIXUWKHUWUHDWPHQW>@0XVHLVDQH[DPSOHRIZHDUDEOHVHQVRUXVHGDV((*GHYLFHWRFXUHDWWHQWLRQ
GHILFLWK\SHUDFWLYLW\GLVRUGHU$'+'
4.3 Environmental Applications 
:LUHOHVV VHQVRU QHWZRUNV FDQ SOD\ DQ LPSRUWDQW UROH WR HYDOXDWH DQG PRQLWRU HQYLURQPHQWDO FRQGLWLRQV OLNH
WHPSHUDWXUHKXPLGLW\UDLQIDOOHWFDQGKHOSV LQKDELWDWPRQLWRULQJSROOXWLRQPRQLWRULQJIRUHVWILUHGHWHFWLRQDQG
IORRGGHWHFWLRQ>@$XWRPDWHG/RFDO(YDOXDWLRQLQ5HDO7LPH$/(57>@GHYHORSHGE\WKH1DWLRQDO:HDWKHU
6HUYLFHLQ
V LVSUREDEO\WKHILUVWZHOONQRZQZLUHOHVVVHQVRUQHWZRUNXVHGLQUHDOZRUOG7KHLPSRUWDQWUHDO
WLPH LQIRUPDWLRQ UHJDUGLQJ UDLQIDOO DQGZDWHU OHYHOLV SURYLGHG E\$/(57 VR WKDW IXUWKHU HYDOXDWLRQUHJDUGLQJWKH
SRVVLELOLW\ RI IORRGLQJ FDQ EH GRQH ,Q8QLYHUVLW\ RI+DZDLL WKH UHVHDUFKHUV XVH VHQVRU QHWZRUNV HTXLSSHGZLWK
HQYLURQPHQWDOVHQVRUVDQGFDPHUDWRUHVHDUFKDERXWHQGDQJHUHGYHJHWDEOHVSLFHV>@
x +DELWDWPRQLWRULQJ 7KLV W\SH RI VHQVRUV LQGLFDWHV WKH UHDFWLRQ RI WKH YHJHWDWLRQ DFFRUGLQJ WR WKH FKDQJHV LQ
VXUURXQGLQJ7KH\DOVRKHOSLQLGHQWLI\LQJWUDFNLQJDQGPHDVXULQJWKHSRSXODWLRQRIGLIIHUHQWVSHFLHV7KHEHVW
UHSUHVHQWDWLYHH[DPSOHLVWKHLQVWDOODWLRQRIDVHQVRUQHWZRUNLQ*UHDW'XFN,VODQG*',0DLQHZDVXVHGIRU
KDELWDWPRQLWRULQJ
x 3ROOXWLRQ PRQLWRULQJ 7KH SROOXWLRQ OHYHO FDQ EH PRQLWRUHG HYDOXDWHG DQG H[DPLQHG E\ ZLUHOHVV VHQVRU
QHWZRUNV ,W JLYHV ZDUQLQJ ZKHQ FHUWDLQ OHYHO LV UHDFKHG:61 QRGHV DUH GHSOR\HG DURXQG WKH FLW\ DQG WKH
PRYLQJSXEOLFYHKLFOHVWRPRQLWRUDLUSROOXWLRQDURXQGWKHFLW\7KLVKHOSHGLQSURYLGLQJPRQLWRULQJGDWDIURP
ERWKVWDWLRQDU\DQGPRELOHQRGHV'DWDDUHFROOHFWHGE\/7(0PRGXOHYLD=LJEHHZLUHOHVV VHQVRUVZKLFKDUH
NHSWRQWKHVWDWLRQVRISXEOLFYHKLFOHVDQGDUHVHQWWRWKHFORXGIRUIXUWKHUDQDO\]HGWRILQGRXWSROOXWLRQOHYHO
7KLVFDQEHVXSSRUWLYHLQPDNLQJVPDUWFLWLHV>@
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x )RUHVW ILUH GHWHFWLRQ 7KH VHQVRU QRGHV ZKHQ SODFHG LQ IRUHVW FDQ KHOS LQ WKH GHWHFWLRQ RI ILUH $Q LQWHJUDO
QHWZRUNRI VHQVRUVQRGHV WRPHDVXUH WHPSHUDWXUHKXPLGLW\ZLQGVSHHGDQG WKHGLUHFWLRQZKLFKZLOOKHOS WKH
GHWHUPLQDWLRQRIILUHULVNOHYHODQGLWVSUREDEOHGLUHFWLRQ:LUHOHVVVHQVRUQHWZRUNVKHOSWRORFDWHRULJLQRIILUH
DQGKHOSWRLQIRUPUHVSHFWLYHGHSDUWPHQWWRFRQWUROILUHEHIRUHLWEHFRPHVXQFRQWUROODEOH7KHILUHEXJSURMHFWDW
8&%HUNHOH\ZLWK WKHFRQFHSWRI UHDO WLPHILUHPRQLWRULQJXVHVVHQVRUQRGHV WRJDWKHU LQIRUPDWLRQUHJDUGLQJ
WHPSHUDWXUHKXPLGLW\DQGEDURPHWULFSUHVVXUHWRGHWHFWWKHLQLWLDWLRQDQGHYROXWLRQRIZLOGILUHV
4.4 Agriculture Monitoring 
$JULFXOWXUH UHVHDUFK FRPPXQLW\ KDV EHHQ LQFUHDVLQJO\ LQWHUHVWHG LQZLUHOHVV VHQVRUV QHWZRUNV IRU DJULFXOWXUH
PRQLWRULQJ 7KH SDUDPHWHUV OLNH WHPSHUDWXUH KXPLGLW\ DQG VRLO PRLVWXUH DUH VHQVHG E\ VHQVRUV QRGHV DQG WKH
LQIRUPDWLRQ DUH VHQW EDFN WR WKH VLQN 3URSRVDO KDV DOVR EHHQ PDGH WR SODFH QRGHV LQ VXUURXQGLQJ WR RSWLPL]H
LUULJDWLRQDQGWRLQFUHDVHKDUYHVW'DWDPXOHVZKLFKDUHFDUULHGHLWKHUE\SHRSOHRUGRJVFRPPXQLFDWHZLWKVHQVRUV
QRGHV WR FROOHFW GDWD  /2)$5B$JUR SURMHFW >@ XVHG LQ SRWDWR ILHOG GLVSOD\V WKH H[DPSOH RI FURSPRQLWRULQJ
+HUHZLUHOHVVVHQVRUQHWZRUNVZHUHXVHGWRGHWHFWWKHORFDWLRQLQWKHILHOGZKHUHSRWDWRFDQEHLQIHFWHGE\GLVHDVH
3K\WRSKWKRUDRQWKHEDVLVRILQIRUPDWLRQVXFKDVWHPSHUDWXUHDQGKXPLGLW\JDWKHUHGIURPWKHUHODWLYHVXUURXQGLQJ
%\ORFDWLQJVXFKDUHDVXVHRISHVWLFLGHVFDQEHPLQLPL]HGE\VSUD\LQJSHVWLFLGHVRQO\LQWKHVXVFHSWLEOHDUHDV
4.5 Industrial Monitoring 
,QGXVWULHV DUH LQWHUHVWHG LQ XVLQJ VHQVRUV IRU FRVW UHGXFWLRQ LPSURYHPHQW RI SHUIRUPDQFH DQG DFFXUDF\ RI
PDFKLQHV,QLWLDOO\LQLQGXVWULHVVHQVRUVDUHXVHGIRUPRQLWRULQJDQGWKHQFRQWURO)RUH[DPSOHZLUHOHVVVHQVRUVDUH
XVHGLQ1XFOHDU3RZHU3ODQWWRPRQLWRUDQGHYDOXDWHZDWHUOHYHOLQWDQN7KH\DUHDOVRXVHGWRPRQLWRUWHPSHUDWXUH
DQG SUHVVXUH LQVLGH UHIULJHUDWRUV $QRWKHU LPSRUWDQW DSSOLFDWLRQ RI ZLUHOHVV VHQVRU QHWZRUNV LV 0DFKLQH +HDOWK
0RQLWRULQJ ,QWHO DQG 5RFNZHOO $XWRPDWLRQ DUH DQRWKHU H[DPSOH RI LQGXVWULDO PRQLWRULQJ KDYLQJ LQWHUHVW LQ
GHSOR\PHQWRIVHQVRUQHWZRUNLQ6HPLFRQGXFWRUIDEULFDWLRQ7KHJRDOLVWRGHWHFWWKHIDXOW\SDUWVRIWKHHTXLSPHQW
WKDWDUHQHHGHGWREHUHSDLUHGRUUHSODFHGE\VHQVHGYLEUDWLRQVRIVHQVRUV,QWHOUHVHDUFKODEVDQG%ULWLVK3HWURO%3
FRQGXFWMRLQWUHVHDUFKSURMHFWWRSURYLGHFRQWLQXRXVYLEUDWLRQPRQLWRULQJRIWKHHQJLQHVLQ%3¶VRQHRIWKHRLOWDQNHU
LQ WKH 6KHWODQG ,VODQGV RI WKH QRUWKHUQ 6FRWODQG>@,QYHQWRU\ &RQWURO LV DQRWKHU FKDOOHQJLQJ SUREOHP LQ ELJ
LQGXVWULHV*HQHUDOO\ WKHVH ODUJHFRPSDQLHVH[SDQGDOORYHU WKHZRUOG6R WKHPDQDJHPHQWRI WKH ODUJHSLHFHVRI
PDFKLQHU\ HTXLSPHQW DQG GLIIHUHQW W\SHV RI SURGXFWV LQ WKHVH FRPSDQLHV FDQ EH DFKLHYHG WKURXJK WKH XVH RI
ZLUHOHVVVHQVRUQHWZRUNV7KHVHQVRUQRGHVFDQDOVREHDIIL[HG WRZDUHKRXVH LWHPV7KHVHQVRUVFDQ WHOO WKHXVHU
DERXWWKHH[DFWORFDWLRQRUWKHQXPEHURILWHPVRIWKDWFDWHJRU\LQWKHZDUHKRXVH
4.6 Public Safety 
7KHUH DUH QXPHURXV WKUHDWV WR SXEOLF VDIHW\ VXFK DV QDWXUDO GLVDVWHUV DFFLGHQWV LQ SODQWV WHUURULVW DWWDFNV DQG
VXGGHQFROODSVLQJRIFLYLOLQIUDVWUXFWXUHOLNHEXLOGLQJEULGJHVHWF,QSXEOLFVDIHW\DFWLYLW\OLNHILUHUHVFXHZLUHOHVV
VHQVRUQHWZRUNVFDQEHXVHG)RUH[DPSOHLQFDVHRIILUHLQDQ\SDUWRIWKHEXLOGLQJWKHVHQVRULQVWDOOHGZLWKLQWKH
EXLOGLQJDFWLYDWHVWKHDODUPDVVPRNHUHDFKHVWKHUH6LPLODUO\DIOH[LEOHZLUHOHVVVPDUWVHQVRUVIUDPHZRUNKDVEHHQ
GHYHORSHG IRU DXWRQRPRXV VWUXFWXUDO KHDOWKPRQLWRULQJ 6+0ZLWK WKHXVH RI ,PRWH WR LQWHJUDWH KDUGZDUH DQG
VRIWZDUHFRPSRQHQWVUHTXLUHGIRUGHVLJQLQJFLYLO LQIUDVWUXFWXUH7KLV LVVXFFHVVIXOO\ LPSOHPHQWHG LQ WKHQG-LQGR
%ULGJH LQ6RXWK.RUHDDQG WKH*RYHUQPHQWRI%ULGJHDW WKH5RFN ,VODQG$UVHQDO LQ ,OOLQRLV86$>@0RUHRYHU
:61V DUH DOVR DSSOLFDEOH LQ SRVW GLVDVWHU URDGPRQLWRULQJ DIWHU FDODPLWLHV OLNH ODQGVOLGH DQG HDUWKTXDNH6HLVPLF
PRWLRQVHQVRUVVRXQGVHQVRUVDQGLPDJHVHQVRUVZKLFKDUHHPEHGGHGLQVPDUWVHQVRUVQRGHVPRQLWRUWKHFKDQJHV
LQFRQGLWLRQRIURDGV,IWKHV\VWHPIRXQGDQ\GDPDJHVLQWKHURDGLWVHQGZDUQLQJPHVVDJHWRWKHFRPPDQGFHQWHU
4.7Automobile 
6HQVRUVZKHQ LQVWDOOHG LQ YHKLFOHV DQG FRQQHFWHG WR:61 FDQ EH XVHG WR WUDFN YHKLFOH 7KH YHKLFOH WUDFNLQJ
DSSOLFDWLRQZLOOXVHVHQVRUVQRGHVWRORFDWHDVSHFLILFYHKLFOHDQGPRQLWRULWVPRYHPHQW7KLVFDQSUHYHQWYHKLFOH
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WKHIW DV ZHOO0HDVXUHPHQW RI WUDIILF YROXPH RQ WKH PXOWLSOH ODQHV FDQ EH GRQH ZLWK WKH KHOS RI :61 XVLQJ
XOWUDVRQLF GHWHFWRUV DQG D ODWHUDO VFDQQLQJPHWKRG >@ 9HKLFOH PRQLWRULQJ DQG FRQWUROOLQJ DUH EHLQJ GRQH YLD
VHQVRUQHWZRUNVLQFHDORQJDJR0RVWWUDIILFLQWHUVHFWLRQVKDYHHLWKHURYHUKHDGRUEXULHGVHQVRUVWRFRQWUROWUDIILF
OLJKWVDQGGHWHFWYHKLFOHVORDG*HQHUDOO\YLGHRFDPHUDVDUHXVHGWRPRQLWRUWUDIILFURDGVHJPHQWVDQGWKHYLGHRLV
WUDQVIHUUHG WR KXPDQ RSHUDWRUV DW FHQWUDO ORFDWLRQV ,QVWHDG ORZ FRVW VHQVRUV FDQ EH LQVWDOOHG DW HYHU\ URDG
LQWHUVHFWLRQ WRPRQLWRU GHWHFW DQG FRXQW YHKLFOH WUDIILF$ JOREDO WUDIILF SLFWXUHZLOO EH JHQHUDWHG WKDWZLOO KHOS
KXPDQRSHUDWRUVRUDXWRPDWLFFRQWUROOHUVWRJHQHUDWHFRQWUROVLJQDOVE\WKHVHVHQVRUVQRGHV6LPLODUO\:61VFDQEH
XVHGWRHVWLPDWHEXVWUDYHOOLQJVHFWLRQ,Q1LVVLQ&LW\$LFKL3UHIHFWWXUH-DSDQQRYHOEXVORFDWLRQV\VWHPLVEHLQJ
XVHG ZKHUH VHQVRU QRGHV DUH LQVWDOOHG LQ YDULRXV SODFHV OLNH EXV VWRSV RSHUDWLRQ FHQWUH WUDQVFHLYHUV RQ ERDUG
LQGLYLGXDOEXVHVDQGVWUHHWOLJKWDQGXWLOLW\SROHVDORQJWKHEXVURXWH7KLVUHGXFHGWKHRSHUDWLRQFRVWDVLQIRUPDWLRQ
LVH[FKDQJHGYLDZLUHOHVVVHQVRUQHWZRUNV>@
4.8 Smart home  
9HU\VPDOOVHQVRUQRGHVFDQEHLPSOHPHQWHGLQKRXVHKROGGHYLFHVOLNHZDVKLQJPDFKLQHV5HPRWHPDQDJHPHQW
RIKRPHDSSOLDQFHVPD\EHSRVVLEOHE\WKHLQWHJUDWHGXVHRIVSHFLDOO\GHVLJQHGVHQVRUQHWZRUNVH[LVWLQJHPEHGGHG
GHYLFHVDQGWKHLQWHUQHW,Q>@8QLYHUVLW\RI0DVVDFKXVHWWVGHSOR\VDVHWRIGLVWULEXWHGVPDUWDJHQWVWKURXJKRXWWKH
KRXVH LQ7KH,QWHOOLJHQW+RPH3URMHFW ,+RPH WRXWLOL]HVKDUHG UHVRXUFHV+HUH VKDUHG UHVRXUFHV LQFOXGHZDWHU
KHDWHUDQGHOHFWULFLW\6LPLODUO\7KH$ZDUHKRPH3URMHFWRI*HRUJLD7HFKWRSURYLGHEHWWHUFDUH WRHOGHUDQGWKH
6PDUW.LQGHUJDUWHQ3URMHFWVRI8&/$WR LPSURYHHDUO\FKLOGKRRGQXUVHU\DUHRWKHUH[DPSOHVRI:61V LQKRPH
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